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Vyopta vAnalytics™ Account and Port Requirements

Allow
Infrastructure T Accaunt Acoount Requirements TCPPort | Transpart Traffic Origin Traffic Return | Device Motes
ype Type q Number Layer Destination
Traffic
Local Video Infrastructure
Cisco VC5-C fVCS-E Read-only Admi ith APl Analyti
15Ee / LOCAL Ac-only Admin wi 443 TCP vAnalytics VS Yes A1l VTS cluster devices must be added.
Cisco Expressway-E / C access Collector
443 & Analyti
Cisco TelePresence Server | LOCAL User with APl Access TCP vAnalytics TP Server Yes
22280 Callector
Analyti If MCU is i clust stacked
Cisco MCU LOCAL | Administrator Account 443 TCP vAnalytics MCU Yes - 15 (N Huster or stacke
Collector environment only add Master MCU.
Analyti
Cisco ISDN Gateway LOCAL | Administrator Account 443 TCP vAnalytics MCU Yes
Callector
CUCM Application User
Cisco Unified ith Standard CCM Read-
15Ee m_IE ) W raar = 443 & wAnalytics Only CUCM publishers need ta be
Communications Manager| LOCAL only, AXL User Group, and TCP CUCM Yes
B443 Callector added.
AP Standard CTI Enabled
access
FTP requires that passive FTP be opena
Cisco Unifiad . and allowed from cuc@ to the Vyopta
o VYOPTA embedded 21% or 22 CLUCM - vAnalytics data collector. If 5FTP is selected then
Communications Manager| LOCAL TCP ) Yes
FTR/SFTP account B 2785 Publisher Collector only port 22 must be open. 5FTP
requires using a third party SFTP client
on the Vyopta Data Collector.
Read-only DB Account with 1433 is typically the default port.
Cisco TelePresence SOL DBA access to the TMSNG and 1433 TP vAnalytics THE Vs Hu'.w..'mrer. large En.terprlse Sli.lL
Manager TS & TMSPE TMSPE databases Collector environments typically requires the
[Windows AD login not S0L DBA to identify the actual port in
Port 443 is the default port, howewver
Acana - API LOCAL User Account with AP 443" TP vAnalytics Acano Server | Ves th.E r!'lanagement port is mn.ﬁgurahle
access Collector within Acano and maybe a different
TCP port such as 445,
Analyti Aci hed COR data to the Vyopta
Acano - COR Forward NfA NfA 22780 TCP Acano Server | " nalytics FEND PUERE ata ta the Vyop
Collector Data Collector on TCP port 22280
The Vyopta Data Collector can be
. configured to forward COR data sent
vAnalytics Acano .
Acano Manager N/A N/A 5566 TCP Yes from Acano relaying back to Acano
Collector Manager ) .
Manager on port 5566 if Acano version
is 1.7 or below.
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Vyopta vAnalytics™ Account and Port Requirements Continued

Allow
mfiastruchare T Account e : TCP Port | Transport Traffic Orlsi Traffic = S
nfras re Type Type Accou quirements T e raffic Origin — urn ice Notes
Traffic
Local Video Infrastructure
Onl ires PEXIP Infinit
Pexip Infinity ) vAnalytics ) Y requires " |n|. ¥ .
LOCAL Admin Account 443 TCP Pexip Yot MManagement Mode for Historical and
Management Mode Collector - )
Real Time data collection
Analyti DA i Pal RealPres
Polycom DMA LOCAL | Admin Account 8443 TCP vAnalytics Polycom Yes requires Falyram Realrresence
Callector Platform AP license
Analyti
Polycom RAX LOCAL | Admin Account EDor 443 | TCP vAnalytics Polycom Yes
Callector
) ) vAnalytics )
VidyoPortal - API LOCAL Admin Account 443 TCP VidyoPortal Yes
Callector
) ) vAnalytics )
Vidyo - Database LOCAL Admin Account 3306 TCP Vidyo Yes
Callector
WebEx
WebEx Read-only Admin vAnalytics Acldress
WebEx LOCAL 443 TCP [Local or Yes
apcount Callector
Cloud
Instance)
Read-only DB Account with 1433 is typically the default port.
access ta the LesCOR and H I terprise SOL
Microsoft Skype for i U. " e A vAnalytics Skype for u'.\..'mrer, b En. ererss Q
) S0LDBA | OoEMetrics databases 1433 TCP - Yes environments typically reguires the
Busginess ) ) Collector Buginess . ) .
[Windows AD login mot S0L DBA to identify the actual port in
supported) use.
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Vyopta vAnalytics™ Account and Port Requirements Continued

Allow
Infrastructure T unt Account Regui t TCPPort | Transport Traffic Origi s Ret Device Mote
nfras re Type Type u gquirements Nu . Layer raffic Origin Destination urn ice 5
Traffic
Vyopta Cloud Servers
Wyopta Cloud
s LOCAL wAnalytics Service Account 243 i vAnalytics Application v
SRps.vyapta.cam with Admin Privileges Callector Management =
Server
ta Cloud
vAnalytics Service Account vhAnalytics Vyop ? B
rtadr.vyopta.com LOCAL . . . 443 TCP Real Time Yes
with Admin Privileges Collector
Server
ta Cloud
vAnalytics Service Account vAnalytics Wﬂp ? oy
adr.vyopta.com LOCAL . . . 443 TCP Historical Yes
with Admin Privileges Caollector
Server
Analvtics Service A ¢ Analvti Wyopta Cloud
vanalytics wyopta.com LOCAL v _na 'ﬁlﬁ_ EnfrIL?E Feeun 443 TCP vAnalytics Reporting Yes
with Admin Privileges Caollector Cerver
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